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CLAIMS : 

What is claimed is: 

l.\ A method of operating an electronic locking device 
usirig a wireless communication device, comprising: 
>ceiving a master key code from a master key 
suppliei 

gen^Lting a secondary key code from the master key 
code ; and 

transmitting the secondary key code to the ^lre^ ess^ 
communication advice, wherein the secondary key code is 
used by the wir^&ess communication device to operate the 
electronic locking\device. 



15 



20 



2. The method of c£&im 1, wherein the secondary key 
code includes a secondary key code portion andcgercpox 
more of a master key coclev portion, an activation/ 
expiration portion, a wir^Kess communication device 
identification portion, a t^lke of issue portion, and a 
time of last use portion, \ 



3. The method of claim 1, whe 
is received via at least one ne 



n the master key code 
t^okk , 



25 4. The method of claim 1, further^cWprising: 

sending a master key code reque&t\to the master key 
supplier, the master key code request identifying one or 
more of a key supplier identifier, a product code of the 
electronic locking device, an electronic Vfertif icate, and 

30 a password. 



The method of claim 1, further comprising 
transmitting the secondary key code to th€ 
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electronic locking device using at least one ofC^^^edJ) 
coiranxmication link and wireless communication link. 

6. The\method of claim 5, wherein transmitting the 
secondary\key code to the electronic locking device 
includes transmitting the secondary key code based on a 
network addAess of the electronic locking device. 

7. The method of claim 5, wherein transmitting the 
secondary key Code to the electronic locking device 
includes broadcasting the secondary key code along with 
an identifier of\the electronic locking device. 

8. The method of Ylaim 1 # wherein the wireless 
communication device\is one of a personal digital 
assistant, a two-way pfeger, a mobile telephone device, a 
wireless transmitter, Ahandheld computer, a laptop 
computer, and a Blue too tX™ enabled device. 



9. The method of claim l,\wherein transmitting the 
secondary key code to the wifeless communication device 
includes transmitting the secondary key code using at 
least one of a wireless communication link and a wired 
communication link. \ 

10. The method of claim 1, where\n transmitting the 
secondary key code to the wireless^communication device 
includes transmitting the secondary\key code as an 
attachment to an electronic mail message. 




11. The method of claim 10, wherein the electronic m ail 
message is sent to the wireless communication device at a 
remote time from use of the secondary ke^, code to operate 
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tnte electronic locking device. 

12. \The method of claim 5, further comprising receiving 
a confirmation message from the electronic locking device 

5 confirming reprogramming of the electronic locking device 
to acce^ the secondary key code. 

13. The method of claim 1, wherein the electronic 
locking device is preprogrammed to accept the secondary 

10 key code. \^ 

14. The metho\ of claim 5 # wherein transmitting the 
secondary key cc^de to the electronic locking device is 
performed at a rd(tiote time from transmitting the 

15 secondary key cod^ to the wireless communication device. 

\ 

15. The method of tflaim 1, further comprising: 
receiving a key bode from the wireless communication 

device; \ 
20 authenticating the\key code based on the secondary 

key code; and \ 

transmitting a command to operate the electronic 
locking device if the key code is authentic. 

\ 

25 16. The method of claim 15, further comprising: 

determining if a number o v f attempts to operate the 
electronic locking device withir^a predetermined period 
of time exceeds a threshold; and ^ 

placing the electronic locking device in a safety 
30 mode if the number of attempts exceeds the threshold. 

\ 

17. The method of claim 16, wherein Vhe safety mode is 
one of a slow down mode and a freeze mi?de. 
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18. \ The method of claim 15, wherein authenticating the 
key cb^e includes performing a comparison of the key code 
to info^tiation stored in a key code table. 



10 



19. The method of claim 18 # wherein the key code table 
includes an \ntry for the electronic locking device, and 
wherein the ef^try includes one or more of a valid 
secondary key ^ode, activation/expiration information, 
and wireless communication device identification 
information. 



Ul 

ru 



20. The method of c£aim 1, wherein the wireless 
communication device i\ a wireless communication device 

15 owned by a user. 

21. The method of claim 2\ wherein the secondary key 
code portion and the one oAmore of a master key code 
portion, an activation/expiration portion, a wireless 

20 communication device identification portion, a time of 
issue portion, and a time of lc^t use portion are 
encoded. 



22. The method of claim 1, furthe^ 
25 maintaining a record of secondary 

access the electronic locking device^ 



comprising 

codes used to 



or 



23. The method of claim 1, wherein generating a 
secondary key code from the master key code 
30 least one of using a random number genera 
code algorithm, and using one of a plurali 
generator algorithms chosen in a random or 
manner . 



includes at 
using a key 
of key code 
eudo - random 



\ 



Docket No. AUSS^2000-0560-US1 



10 



The method of claim 15, wherein authenticating the 
keV code based on the secondary key code includes 
determining an activation/expiration time of the 
secondary key code and determining if a current time is 
within the activation/expiration time. 

V 

\ 

25. The m^hod of claim 3, wherein the at least one 
network is t^ie Internet. 



26. The method\f claim 1, further comprising: 
polling the electronic locking device; and 
receiving statuk information from the electronic 
locking device in response to polling the electronic 
M 1 15 locking device. 

Rj 27. The method of claim 26\ wherein the status 

^ information includes at least\one of a current status of 

H. the electronic locking device, V time at which operation 

20 of the electronic locking deviceVas last attempted, a 
key code last used to attempt to operate the electronic 
= locking device, and a wireless commuliication device 

^ identifier of a wireless communicatio^ device last used 

to attempt to operate the electronic locking device, 

25 

28. The method of claim 26, further comprising operating 
the electronic locking device based on the\received 
status information. 

30 29 . An apparatus for operating an electronic Yocking 

device using a wireless communication device, comprising: 
means for receiving a master key code from master 
key supplier; 
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means for generating a secondary key code from the 
i^ster key code; and 

first means for transmitting the secondary key code 
to t\e wireless communication device, wherein the 
secondary key code is used by the wireless communication 
device \o operate the electronic locking device. 

30. The apparatus of claim 29, wherein the secondary key 
code includes a secondary key code portion and zero or 
more of a master key code portion, an 

activation/expiration portion, a wireless communication 
device identification portion, a time of issue portion, 
and a time of J^st use portion. 



31. The apparatu\ 
code is received 
least one network . 



of claim 29, wherein the master key 
om the master key supplier via at 



32. The apparatus oAclaim 29, further comprising: 
means for sending\a master key code request to the 

master key supplier, th\ master key code request 
identifying one or more a key supplier identifier, a 
product code of the elect^pnic locking device, an 
electronic certificate, andVa password. 

33. The apparatus of claim 25, further comprising: 
second means for transmitting the secondary key code 

to the electronic locking device^ using at least one of a 
wired communication link and wireless communication link. 



34. The apparatus of claim 33, wherein the second means 
for transmitting the secondary key code to the electronic 
locking device includes means for transmitting the 
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secondary key code based on a network address of the 
electronic locking device. 

35. T^e apparatus of claim 33, wherein the second means 
for transmitting the secondary key code to the electronic 
locking device includes means for broadcasting the 
secondary ke\ code along with an identifier of the 
electronic locking device. 

36. The apparatus of claim 29, wherein the wireless 
communication device is one of a personal digital 
assistant, a two-waV pager, a mobile telephone device, a 
wireless transmitter^ a handheld computer, a laptop 
computer, and a Bluetooth™ enabled device. 

37. The apparatus of claim 29, wherein the first means 
for transmitting the secondary key code to the wireless 
communication device includes means for transmitting the 
secondary key code using at least one of a wireless 
communication link and a wired Communication link. 

38. The apparatus of claim 29, wherein the first means 
for transmitting the secondary key code to the wireless 
communication device includes means tor transmitting the 
secondary key code as an attachment to an electronic mail 
message. \ 

39. The apparatus of claim 38, wherein\the electronic 
mail message is sent to the wireless communication device 
at a remote time from use of the secondary key code to 
operate the electronic locking device. \ 



40. The apparatus of claim 33, further comprising means 



T""i 
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:or receiving a confirmation message from the electronic 
lacking device confirming reprog ramming of the electronic 
locking device to accept the secondary key code. 

5 41. Th& apparatus of claim 29, wherein the electronic 
locking device is preprogrammed to accept the secondary 
key code, 

42. The apparatus of claim 33, wherein the second means 
10 for transmitting the secondary key code to the electronic 
locking device \erforms the transmission at a remote time 
from transmitting the secondary key code to the wireless 
Q communication deviSpe. 

a \ 

H- 15 43. The apparatus oi. claim 29, further comprising: 
L 2 means for receiving a key code from the wireless 

communication device; \ 
s~ means for authenticating the key code based on the 

secondary key code; and \ 
SI 20 means for transmitting^ command to operate the 

electronic locking device if \he key code is authentic. 



25 



30 



44. The apparatus of claim 43,\further comprising: 
means for determining if a number of attempts to 

operate the electronic locking device within a 
predetermined period of time exceed^ a threshold; and 

means for placing the electronic locking device in a 
safety mode if the number of attempts\exceeds the 
threshold. 

45. The apparatus of claim 44, wherein the safety mode 
is one of a slow down mode and a freeze mode 



43 

Docket No. AUS^2000-0560-USl 




4k. The apparatus of claim 43, wherein the means for 
authenticating the key code includes means for performing 
a contoarison of the key code to information stored in a 
key cook table. 

5 \ 

47. The apparatus of claim 46, wherein the key code 
table includes an entry for the electronic locking 
device, and wherein the entry includes one or more of a 
valid secondary\key code, activation/expiration 

10 information, and\wireless communication device 
identification inltormation. 

Q 48. The apparatus o\ claim 29, wherein the wireless 

communication device i\ a wireless communication device 
15 owned by a user. 

49. The apparatus of claiV 30, wherein the secondary key 
code portion and the one orVore of a master key code 
portion, an activation/expiration portion, a wireless 

20 communication device identification portion, a time of 
issue portion, and a time of usk portion are encoded. 

50. The apparatus of claim 29, further comprising means 
for maintaining a record of secondary key codes used to 

25 access the electronic locking deviceN 

51. The apparatus of claim 29, whereiii the means for 
generating a secondary key code from tha master key code 
includes at least one of using a random number generator, 

30 using a key code algorithm, and using oneXof a plurality 
of key code generator algorithms chosen in V random or 
pseudo -random manner. 
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52Jv The apparatus of claim 43, wherein the means for 
authenticating the key code based on the secondary key 
code Vncludes determining an activation/expiration time 
of theNsecondary key code and determining if a current 
time is \i thin the activation/expiration time. 

53. The apparatus of claim 31, wherein the at least one 
network is the Internet. 



54. The apparatus of claim 29, further comprising: 
means for polling the electronic locking device; and 
means for receiving status information from the 

electronic locking device in response to polling the 
electronic locking device. 

55. The apparatus of claink54, wherein the status 
information includes at leas\ one of a current status of 
the electronic locking deviceX a time at which operation 
of the electronic locking devic\was last attempted, a 
key code last used to attempt to\>perate the electronic 
locking device, and a wireless communication device 
identifier of a wireless communication device last used 
to attempt to operate the electronic \ocking device. 



56. A computer program product in a computer readable 
medium for operating an electronic locking device using a 
wireless communication device, comprising :\ 

first instructions for receiving a master key code 
from a master key supplier; \ 

second instructions for generating a secondary key 
code from the master key code; and \ 

third instructions for transmitting the secondary 
key code to the wireless communication device, wherein 
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trie secondary key code is used by the wireless 
communication device to operate the electronic locking 
devdce. 

5 57. ASmethod of operating an electronic locking device 
using a\ireless communication device, comprising: 

requesting a secondary key code from a key code 
supplier; \ 

receiving the secondary key code associated with the 
10 electronic locking device, the secondary key code having 
been generated, based on a master key code; and 

transmitting the secondary key code to the 
electronic locking device, wherein the electronic locking 
device is operate^ in response to receiving the secondary 
15 key code. 

58. The method of ciaim 57, wherein the secondary key 
code includes a secondary key code portion and zero or 
more of a master key cdde portion, an activation/ 

20 expiration portion, a wiSreless communication device 

identification portion, c\time of issue portion, and a 
time of last use portion, 

59. The method of claim 57, Wherein the wireless 
25 communication device is one ot a personal digital 

assistant, a two-way pager, a mobile telephone device, a 
wireless transmitter, a handheld computer, a laptop 
computer, and a Bluetooth™ enabled device. 

\ 

30 60. The method of claim 57, wherei^i receiving the 

secondary key code includes receiving the secondary key 
code as an attachment to an electronic^ mail message. 

\ 
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6l\ The method of claim 60, wherein the electronic mail 
message is received at a remote time from use of the 
secondary key code to operate the electronic locking 
device. 

62. The mebhod of claim 57, wherein the electronic 
locking device is preprogrammed to accept the secondary 
key code. > 

63. The method <5f claim 58, wherein the secondary key 
code portion and the one or more of a master key code 
portion, an activatkm/expiration portion, a wireless 
communication device identification portion, a time of 
issue portion, and a t^me of last use portion are 
encoded, 

64. The method of claim sV further comprising; 
determining if a deletes command is received; and 
deleting the secondary key code from a key storage 

if a delete command is receive 

65. The method of claim 64, wherein the delete command 
is received from one of a key supplier and the electronic 
locking device. ^ 

66. A wireless communication apparatus for operating an 
electronic locking device, comprising 

means for requesting a secondary\key code from a key 
code supplier; 

means for receiving the secondary key code 
associated with the electronic locking device, the 
secondary key code having been generated lapsed on a 
master key code; and 
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means for transmitting the secondary key code to the 
electronic locking device, wherein the electronic locking 
device is operated in response to receiving the secondary 
key co&e. 




67. The vJireless communication apparatus of claim 66, 
wherein the\secondary key code includes a secondary key 
code portionN^nd zero or more of a master key code 
portion, an aAtivation/expiration portion, a wireless 

10 communication device identification portion, a time of 
issue portion, ahd a time of last use portion. 

68. The wireless communication apparatus of claim 66, 
wherein the wireless Ncommunication apparatus is one of a 

15 personal digital assistant, a two-way pager, a mobile 
telephone device, a wiAless transmitter, a handheld 
computer, a laptop computer, and a Bluetooth™ enabled 
device. 



20 69. The wireless communication apparatus of claim 66, 
wherein the means for receiving the secondary key code 
includes means for receiving thfc> secondary key code as an 
attachment to an electronic mailYmessage. 



25 70. The wireless communication apparatus of claim 69, 
wherein the electronic mail messageXis received at a 
remote time from use of the secondar^ key code to operate 
the electronic locking device. 

30 71. The wireless communication apparatu^of claim 66, 

wherein the electronic locking device is preprogrammed to 
accept the secondary key code. 
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72. Vhe wireless communication apparatus of claim 67, 
whereih the secondary key code portion and the zero or 
more of\a master key code portion, an activation/ 
expiratioK portion, a wireless communication device 

5 identif icati&n portion, a time of issue portion, and a 
time of last use portion are encoded. 

73. The wireless \ommunication apparatus of claim 66, 
further comprising :\ 

10 means for determining if a delete command is 

received; and ^ 

means for deleting\the secondary key code from a key 
O storage if a delete command is received. 

U* 15 74 m The wireless communication apparatus of claim 73, 
i% wherein the delete command isVeceived from one of a key 

supplier and the electronic locking device. 



75. A computer program product ma computer readable 
20 medium for operating an electronic Rocking device, 

comprising: 

first instructions for requesting\a secondary key 
code from a key code supplier; 

second instructions for receiving the secondary key 
25 code associated with the electronic lockir^ device, the 
secondary key code having been generated b^sed on a 
master key code; and 

third instructions for transmitting the Secondary 
key code to the electronic locking device, wherein the 
30 electronic locking device is operated in respons^ to 
receiving the secondary key code. 

76. A method of operating an electronic locking device 
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uaing a wireless communication device, comprising: 

receiving, from a key supplier, a secondary key code 
for\perating the electronic locking device, the 
secondary key code having been generated based on a 
master kev code; 

receiving a key code from the wireless communication 

device; 

authenticating the key code using the secondary key 
code ; and 

operating thW electronic locking device if the key 
code is authenticate 

77. An electronic locking device comprising: 
means for receiving\ from a key supplier, a 

secondary key code for operating the electronic locking 
device, the secondary key c\de having been generated 
based on a master key code; 

means for receiving a key\code from a wireless 
communication device; 

means for authenticating the\key code using the 
secondary key code; and 

means for operating the electronic locking device if 
the key code is authenticated. 

78. A computer program product in a Computer readable 
medium for operating an electronic lockirt^ device, 
comprising: 

first instructions for receiving, fron\a key 
supplier, a secondary key code for operating V:he 
electronic locking device, the secondary key C^de having 
been generated based on a master key code; 

second instructions for receiving a key cod^ from 
the wireless communication device; 
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^^fcfeird instructions for authenticating the key code 
using the se^jondary key code; and 

fourth instructions for operating the electronic 
locking device if the"Scey code is authenticated, 



